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PaGouass mnporpamva gucrmmumesl  «Mndopmanuonnas  0e30maCHOCTL» UL
obyJaronuxca 0o HampaBieHuio moarotoBku 38.05.01 OxoHoMuueckas 6e30macHOCTH
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IpHKa3oM MuHHECTEpCTBa HayKH H Beicmiero obpasoBanmusa Poccuiickoit @epepamuu ot 06
ampens 2021 r. Ne 245 (c u3M. u [om.), B COOTBETCTBHH € Y4e€OHBIM IIAHOM, YTBEPAKAECHHBIM
Yuensm coBeroM ®I'BOY BO «Jlorl'Y » nns nabopa 2024 rona.
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1. MECTO JUCHUILJIMHBI B CTPYKTYPE OBPA3OBATEJIBHOM ITPOT'PAMMBI

1.1. TpeOoBanust K npeABaApUTEILHOM MOJAr0TOBKeE o0y4arommxcs,
NnpeaecTBYOIINE U COMYTCTBYIOIIHE TMCHUILIHHBI, HA KOTOPHIX OCHOBBIBAETCH U3yYeHHE
TAHHOM:

TUCLHUIUIMHBL ~ TporpaMMbl  OakanaBpuara: «VH(popMalMoOHHbIE  TEXHOJIOTUH U
UHCTPYMEHTBl ~NPOTPaMMHUpPOBaHMA B  HKOHOMHKE», «ODKOHOMHYECKass O€30MacHOCThY,
«YTpaBieHHE pUCKaMU», « IKOHOMHUYECKAs Pa3BEIKa.

1.2. lucuMminHbl, KypcoBbie padoThl U MPAKTHUKH, JJIS KOTOPBIX OCBOEHHE TAHHOMI
AMCHMILVINHBI He00X0AMMO KAaK NMpealIecTBYIIee:

MIPOM3BOJICTBEHHAS MPAKTHKA: MPEAAUIIIIOMHAs; BBITYCKHAs KBaTHU(PHUKAIMOHHAs paboTa.
2. OMIUCAHUE JUCHUIIJINHBI

2.1. O0mas xapakTepucTUKA

HaumeHnoBaHue Toka3zaTems 3HaYCHUE OKA3aTEIIs

Ha3Banue oO6pa3oBaTelbHON TPOrpaMMBbl 38.05.01 DxoHomuveckas 6€301MacHOCTh
(Cneunanuzanusi: DKOHOMHKO-TIPABOBOE
obecrieueHne YKOHOMHUYECKON O€30MaCHOCTH)

[udp 1 Ha3BaHUE B COOTBETCTBUHU C b1.5.M6.20 «upopmarmoHHas
y4eOHBIM MJIAHOM 0€30MacHOCTbY

YacTpe 00pa3zoBaTenbHON IPOrPAMMBI bazoBas yacTp

KonmuecTBO 3a4eTHBIX €IUHULL / BCETO YacOB 2/72

2.2. Pacnpenesienue 4acoB no popmam u nepuoaam o0y4eHust

OO0111€€ KOJINYECTBO YaCOB
o e CaMOCTOS-
dopma g | 3 .
> | 2 JeKiu- | mabopa- | MpakTH- | TEIbHOU dopma
o0yueHwUs & 5 BCEro
Y OHHBIX | TOPHBIX | YEeCKUX | pabOTHI + KOHTPOJIS

KOHTPOJIb
Ounas 9 17 - 17 38 72 3aueT
3aouyHasg 5 9 4 - 2 66 72 3auer

3. HEJU JTACIHUATIIINHBI

Henp uzydenus nucuuiuivbbl «MHopmanonHas 06e30macHOCTb» — (OpMHpOBaHHUE Y
OyayIiero crenuanucra B cepe SKOHOMHUYECKOH 0e30MacHOCTH 3HaHWM, YMEHUH U HABBIKOB,
MIO3BOJISIFOIIMX TPHHAMATH PemIeHHs B cepe HHPOPMAMOHHON Oe301MacHOCTH.

4. KOMIIETEHIUHU OBYYAIOIIEI'OCA, ®OPMUPYEMBIE B PE3YJIBTATE
OCBOEHHUSA KOMIIOHEHTA OBPA30OBATEJBHOM IMPOT'PAMMBI, X
NHAUKATOPBI U IINTAHUPYEMBIE PE3YJIbTATBI OBYUYEHUSA

4.1. KomnereHInu

OIIK-6. CrnocobeH HCHOIb30BaTh COBPEMEHHBIE HH(POPMAIIMOHHBIE TEXHOJIOTUU U
IPOrPpaMMHBIEC CPEJICTBA MTPH PEIICHUN TPO(ECCHOHATBHBIX 3a7ad.

[IK-4. Cnocoben mniaaHUpOBaTh, OPraHU30BHIBATH M KOHTPOJHPOBATH TEKYLIHE H
MIEPCIICKTHBHBIC MEPOIIPHSATHSI TI0 00ECIICYCHUIO YKOHOMHYECKON 0€301TaCHOCTH B OPTaHU3AIIHH,
YIOPaBISATh PUCKAMH OpPraHU3alud, PyKOBOJIUTE CIIyK0aMU U TOpa3AeIeHUIMU YIKOHOMUYECKOM
0€30MacHOCTH MPEINPUATUN U OpraHU3AIHM.




4.2. UHauKaTOPHI KOMIIETEHIHI

Komnereniuu Nuaukatopel Pe3ynbratel 00y4eHHs
OIIK-6.U-2.
[Ipumensier
COBPEMEHHBIE
uHpopmannonnsie | OIIK-6. U-2. Y-1. Vueem ucnonb3oBathb
TEXHOJIOTUH U COBpPEMEHHBIE HHPOPMALMOHHBIE TEXHOJIOTHH
IIpOrpaMMHbIe U IIPOTPaMMHBIE CPEICTBA /IS pEIIeHUs
CpelCTBa s npoeCCHOHATBHBIX 3324
OIIK-6. PCIICHUA
CriocoGeH nerons308ath | P O(ecCHOHALHBIX
COBPEMEHHBIE a4
HH(OPMAITHOHHEIE OIIK-6. U-3. 3-1. 3naem ocHOBHbIE MOHATHA
TeXHOOTHI 1 OLIK-6.1L3. Igel\;{sﬁ(;iﬁgzéﬁanma yrpo3 uHGOpPMaIMOHHOMN
IIpOrpaMMHBIE CPEICTBA
IpU pELICHUU ﬂsrg:;gggff OIIK-6. U1-3. 3-2. 3naem KOHUEMLHIO
TpodeCCHORATBHBIX AHATOPOBATS 3JIEKTPOHHOI'0 IOKYMEHT0000pOoTa
3a1a4 yTPO3BI OIIK-6. U-3. 3-3. 3naem ocobeHHOCTH
HEhOPMATHOHHOR 3aIIUTHI AJIEKTPOHHOTO JJOKYMEHTO000pOTa
oezomacuoctu u | OIIK-6. U-3. Y-1. Vmeem ananusupoBath
obecIeYBaTh yrpo3bl ”HHOPMAITMOHHON 0€301TaCHOCTH
3aIUTY OIIK-6. U-3. ¥Y-2. Vmeem BoIOUpATH
3JIEKTPOHHOTO CpeCTBa 3aIlIUThI 0a3 TaHHBIX
,Z[OK}’MGHTOO6OPOT8. OIIK-6. U-3. Y-3. Vmeem BI)I6I/IpaTI)
CpeZCTBa 3aIUThl CUCTEMBI AIEKTPOHHOTO
JIOKyMEHT0000pOTa
IIK-4.
Crnioco0eH miaHupoBaTh, IK-4.1-5. 3-1. 3naem MeTonuKy pa3pabOTKH
OpPraHU30BBIBATH U MOJIUTHKH WH(POPMAIIMOHHOH 0€301MacHOCTH
KOHTPOJIMPOBATH
TEKyIlue U
MEPCIIEKTUBHBIE
MEPOMPHSATHS 10 K-4. U-5. IK-4.1-5. 3-2. 3naem MeTonuKy pa3pabOTKH
B S —. Jlemonctpupyer | CICHATH3MPOBAHHBIX OIUTHK
HKOHOMHYECKON CIOCOOHOCTh HHpopMaLOHHOI GesonacHOCTH
0e30macHOCTH B pa3pabaTbIBaTh
OpraHu3alui, HOJHUTUKY
YTPapiGIT PHCKaMH MH(OpMAIIHOHHOI IK-4.1-5. V-1. Vmeem pazpabatbiBaTh
OpraHu3alui, 0e30macHOCTH

PYKOBOJIUTH CITy)OaMu
U TIOJpa3ieTICHUSIMU
3KOHOMHYCCKOU
0e30macHOCTH
HNPEANPHUATUHI U
OpraHu3anui

MOJUTUKY MH(POPMALMOHHON O€3011aCHOCTH

MNK-4.U-5. Y-2. Vmeem pa3pabaTbiBaTh
CIICIUAJIM3UPOBAHHBIC IMOJIUTUKU
nH(pOpMaMOHHOM 6€30TTaCHOCTH




5. HPOTPAMMA JUCHUITIJIMHBI

Tembl

KpaTkoe cogep:xkanue TemMbl

CoaepxareabHbiii Moay.ab 1. IloanTuka nHpopmanuonHoii 6e30MacHOCTH

Tema 1. OcHOBHEIE
MTOHSATHS U aHAIIA3
yrpo3
UH(POPMALMOHHOM
0€30IacHOCTH

1.1. OcHOBHblEe MOHATHA 3alUTHl MHPOPMALMU U HHPOPMALMOHHON
0e3omacHOCTH

1.2. Ananu3 yrpo3 uH(pOpMaIroHHOM 6€30MacHOCTH

1.3. Cnoco0bl o6ecnieuenuss 6€30MacHOCTH HH(POPMALIMOHHBIX CUCTEM

Tema 2. [Tonutuka

2.1 IonuTrka THPOPMAITMOHHOM 0€30MacHOCTH

2.2. YpOBHM MOJUTHKHN 0€30M1aCHOCTH

2.3. CTpyKTypa IOJUTHKH OE30IMaCHOCTH OpTaHU3aI[uu
2.4. bazoBast monuTHKa 6€30MaCHOCTH

2.5. Cnenuam3upoBaHHBIC TIOJUTHKN O€30MTaCHOCTH
2.6. [TonuTHKa 1OMYCTUMOTO HCTIONIb30BAHMUS.

MH(OPMAIHOHHOH 2.7. [lonutHka y1aqeHHOTO JOCTYIIA.
6e3omacHOCTH
2.8. IIpouenypsl Oe30macHOCTH
2.9. Ilponenypa pearupoBaHus Ha COOBITHUS.
2.10. IIpouenypa ympaBieHus KOHGUTYpaIHEH.
2.11. Pa3paboTka moJMTUKU O0€30aCHOCTH OpraHu3aluu
2.12. Opranuzanus nHGOpMalMOHHON 6e30MacHOCTH OaHKa
3.1. OcHOBHBIE IOHATHS KPUNTOTPAPUUECKON 3aTUTHI HH(POPMAIIHH.
3.2. Knaccudukanus kpuntorpaguueckux alropuTMOB.
Tema 3. 3.3. DnektpoHHas nudpoBast MOAMNKCH.
Kpunrorpadpuuecka | 3.4. OcHOBHBIE NpoLEeAypbI HU(POBOI MOAMUCH.
s 3aIIUTa 3.5. Anropurm nudpooit moxmucu ['OCT P 34.10-94
uHbOopMauu 3.6. Anroput™ mudposoit noanucu ECDSA.

3.7. Crarnmapt uudposoit moxmucu 'OCT P 34.10-2001.
3.8. YropaBieHre KpUITOKJIIYaAMHU.

CoaepskaTeJIbHBII MOAYJIb 2. 3alIUTa JJIEKTPOHHOI0 JOKYMEHT0000p0OTA

Tema 4.
Unentuduxammus,
ayTeHTH()UKAIUS 1
yIpaBJICHUE
JOCTYTIOM

4.1. Ayrentudukaunus, aBTOpU3alUsA U aJIMUHUCTPHUPOBAHUE JEHCTBHIA
MOJIb30BaTENEH.

4.2. AyrenTuduKanys Ha OCHOBE MHOTOPA30BBIX MapOJICH.

4.3. AyrenTudukaius Ha OCHOBE OJHOPA30BBIX MapoJIci.

4.4. Unes cTporoit ayTeHTHPHUKAIIHSA.

4.5. Ctporas nByx(akTopHas ayTeHTH(UKAITHSI.

4.6. Ilpumenenue cMapT-Kapr.

4.7. llpumenenrie USB-TOKeHOB.

4.8. Ocobennoctu ucnons3osaunst PIN-kona.

4.9. Kpunirorpadudeckue mpoTOKOIBI CTPOTOH ayTeHTU(DHUKAIINH.

4.10. buomerpuueckas ayTeHTU(HUKALUS TTOTH30BATEIIS.

4.11. VYmopaBieH”e [OCTYIIOM IO CXE€ME OJHOKPAaTHOrO BXOJa C
aBTopuzanueit Single Sign-On.

4.12. Tlpocras cuctema omHOKpaTHOro Bxoaa Single Sign-On.

4.13. Cucremsl ogHokpaTHoro Bxoaa Web SSO.

4.14. SSO-nipoayKThl YPOBHS NPEAIPUSITHUS.

Tema 5. 3amura
DIIEKTPOHHOTO
JIOKyMEHTO000pOTa

5.1. KoHuenmus 371eKTPOHHOTO JJOKYMEHTO000pOTAa.

5.2. OcoOEHHOCTH 3aIIUTHI JIEKTPOHHOTO JOKYMEHTO000pOTA.
5.2.1. Yrpo3ssl qist COJ]

5.2.2. Cpenctna 3amutsl COJ]

5.3. 3amura 6a3 JaHHBIX




Tembl Kpartkoe conepxxanue TeMbl

5.3.1. OCHOBHBIE THIIBI YTPO3
5.3.2. Meroasl u cpenctpa 3amutel CYB/]

5.3.4. Cpencrsa 3amutel CYB]] Oracle
5.3.5. 3amuieHHsIi 1ocTyn K 6a3aM TaHHBIX

5.5.2. Apxutekrypa cuctembl DIRECTUM

5.3.3. Cpencrsa 3aumutsel CYB]] Microsoft Access

5.4. 3ammTa KOPIOPaTUBHOTO MTOYTOBOTO IOKYMEHTO000pOTa
5.5. 3ammra cucTeMsl NIEKTPOHHOT o0 10KyMeHToobopora DIRECTUM
5.5.1. ®ynkunoHansHble Bo3MoxkHOCcTH cucteMbl DIRECTUM

5.5.3. YupaBnenue 3ekTpoHHbIMU gokyMeHTamu B cucteme DIRECTUM

6. CTPYKTYPA U COAEPKAHUE JTUCIUIIJIMHBI

6.1. ®opma o0yueHusi — ouHas, Kypc — 5, cemectp — 9.

HaunMmenoBaHus COACPIKATCIIbHBIX MOI[ynCﬁ KoanuecTtBo yacoB

U TEM Jlexu. | JlaGop. | Mpaxr. | CPC+K | Beero

CoaepxaresabHblii Moayab 1. IloauTuka nHpopManuoHHoi 0€30IACHOCTH

Tema 1. OCHOBHBIE TOHATHS U aHAJIU3 YTPO3

. 3 3 8 14
nHGOPMAIIMOHHON 0€30MaCHOCTH
Tema2. [TonmuTruka nHGOPMATMOHHON 4 4 3 16
0e30macHOCTH
Tema3. Kpunrorpaduueckas 3ammra

2 2 8 12
uHpOopMauU
HToro no coaepxareibHOMY MOIYJIH0 1 9 9 24 42
CoaepxaTeJibHBIA MOAYJIb 2. 3aMTA 3J1eKTPOHHOI0 IOKYMEHT0000pOTA

Tewma 4. Unentudukanus, ayTeHTUPUKAINS U 4 4 7 15
YIOpaBJIE€HUE TOCTYIIOM
Tema 5. 3anuTa 31€KTPOHHOTO 4 4 7 15
JIOKYMEHT0000pOTa
HToro no cogep:xkarejJJbHOMY MOAYJIIO 2 8 8 14 30
Bcero no komnonenty OINOII 17 17 38 72

6.2. ®opma o0yueHusi — OYHO-3204HAs, KypC — 5, ceMecTp — 9

KoanuecTtBo yacoB

HanmenoBaums pasaciioB U TEM

Jlexu. | JlaGop. | Mpaxr. | CPC+K | Beero

ConepxareabHblii MoayJb 1. [loanTnka uHGopManuoHHON 6€30MACHOCTH

Tema 1. OCHOBHBIE TOHATHS U aHAIIU3 YTPO3

i 0,5 0,4 13,1 14
nH(MOPMAIIMOHHON OE€30MaCHOCTH
Tema2. ITonmuTrka nHGOPMAITMOHHON 1 0.4 14,6 16
0e30macHOCTH
Tema3. Kpunrorpadudeckas 3ammra HHGOpMAIHH 0,5 0,4 11,1 12
HTroro no coaep:karejibHOMY Moay.Jio 1 2 0 1,2 38,8 42

Coaep:xareJibHbIA MOAYJIb 2. 3aIIUTA 3JIEKTPOHHOI'0 IOKYMEHT0000pOTAa

Tema 4. Unentudukanmsi, ayreHTUDUKAIASI U 1 0.4 13.6 15
yrpaBiIeHUE JOCTYIIOM
Tema 5. 3amuTa 3J1€KTPOHHOTO TOKYMEHTO000pOTa 1 0,4 13,6 15
HToro no coaep:kareJJbHOMY MOAYJIIO 2 0 0,8 27,2 30
Bcero no komnonenty OINOII 4 0 2 66 72




7. OHEHOYHBIE MATEPHUAJIBI (CPEACTBA) IJI5I TEKYIIEI'O KOHTPOJISL
YCIIEBAEMOCTH, TPOMEXKYTOYHOU ATTECTALLUU

7.1. KoHTpo/JBbHBIE BONPOCHI

COI[EP}KATEJII)HI)II\/:IJ MOAVJIb 1
[NOJIMTUKA UTHOOPMAILIMOHHOU BE3OITACHOCTH

1.Chopmynupyiite noHstue nHbpopmarmornHoi 6ezonacuoctu MC.

2.00bsicHUTE TOHATUS  LEJIOCTHOCTH, KOH(MUACHUMAIBHOCTH U  JIOCTYIHOCTH
nHpopmanuu.

3.00bsicHATE  TOHATHA  WIACHTU(UKAIUMHM, ayTEHTH(QHUKAIMK W  aBTOPU3ALUHU
nosp3oBarens. Kak oHn B3anMocBsa3aHbl?

4. YKaxuTe OTIUYMS CAHKIMOHMPOBAHHOIO JIOCTyHa OT HECAHKIMOHUPOBAHHOIO
JOCTYTIa K HH(OPMAIIHH.

5.Chopmynupyiite omnpeaeneHue MOIUTHKN 0€30MaCHOCTH.

6.ChopmynupyiiTe OCOOCHHOCTH M30MpPATETbHONW W TMOJTHOMOYHOM  TOJIUTHUKH
0€30IaCHOCTH.

7.00BsicHUTE TOHATHE «yTrpo3a 6e3omacHocTr MCy.

8. YKkaxxute OCHOBHbIC MPU3HAKH KJIAaCCH(PUKALIUU BO3MOXKHBIX yrpo3 6e3onacnoctu NC.

9.KakoBbI 0OCHOBHBIE BUIBI yTpo3 Oe3omnacHocTy MIC 1Mo 11e1u ¥ CTeneHn BO3AeHCTBYA?

10. JlaiiTe KpaTKyl0 XapaKTEpPUCTHKY Yrpo3 0e30macHOCTH, 0003HaUYaeMbIX TEPMHHAMU:
«TPOSITHCKUI KOHbY, «BUPYC», «UEPBb»?

11. Ilepeuncnaure m AaiTe KpPaTKyl0 XapaKTEPUCTHKY OCHOBHBIX METOJOB pealu3aluu
yIrpo3 nH(pOpMaITMOHHOM 0€30MMacCHOCTH.

12. O0psicHUTE CYTh KOMIUIEKCHOTO TMOAXO0Ja K OOecneyeHu0o HH(OpMaIMOHHON
6e3onacHoctu VIC.

13. OOBsICHHUTE TTOHITHE «TIOTUTHKA 0€30MIaCHOCTH OPTaHU3AIII.

14. Kakue paznensl [J0MDKHA COAEpXKaTh JIOKYMEHTAIBbHO OQOpPMIIEHHAs MOJIMTUKA
0e3omacHOCTH?

15. Kakue npoOnemsl pemiaeT BEpXHUI YPOBEHb MOJUTUKHA O€30MaCHOCTH?

16. Kakue 3a1auu pemiaer cpeiHuil ypOBEHb MOJIUTUKH 0€30MaCHOCTH?

17. KakoBbl 0COOEHHOCTH HUKHETO YPOBHS MOJIUTUKHU O€30MacHOCTH?

18. Chopmynupyiite 0053aHHOCTH PYKOBOAUTENEH MOApa3IesIeH!H, aAMUHUCTPATOPOB U
M0JIb30BaTENEH MPU pean3aly MOJIUTUKHA OE30IaCHOCTH.

19. Onummre CTpYKTYpy MOJUTHUKU 0€30IaCHOCTH OpraHU3aL|H.

20. Yro npencrasisioT co00M crenuaau3upoBaHHbIE MOJIUTUKU 0e301acHOCTH?

21. IlpuBeauTe HECKOJBKO MPUMEPOB CHELHMATM3HPOBAHHBIX MOJUTUK OE30MACHOCTH C
ONMCAaHNUEM UX OCOOECHHOCTEH.

22. Yto npeacTaBistoT co0oil mporeaypsl 6e30macHOCTH?

23. [lpuBeauTe HECKOJIBKO NPUMEPOB MPOLEAYp OE30MaCHOCTH C OINUCAaHHEM HX
0COOEHHOCTEH.

24. ChpopmynupyidTe OCHOBHBIE JTambl pa3pabOTKH  TOJMTUKH  OE30MaCHOCTH
OpraHu3aIuH.

25. Yro Takoe kpunrorpadus?

26. JlaiiTe ompeneneHus CIEAYIOIUX MOHATUH: KpUOTOrpaMma, KpUITOAITOPUTM,
KPHUIITOCHCTEMA.

27.B 4YeM COCTOMT KOPEHHOE pa3iIMuue CHUMMETPUYHBIX U aCHUMMETPUYHBIX
KpUOTOCUCTEM?

28. OxapakTepu3yiTe yeTblpe OCHOBHBIX PeKUMa pabOThl GJIOYHOTO aNrOpUTMA.

29. Pacckaxkute 0 crmocob0ax KOMOMHHUPOBAHHS OJOYHBIX aITOPUTMOB ISl TOJTYYCHHUS
QJITOPUTMOB ¢ 60Jiee ATMHHBIM KIIIOUOM, CPaBHUTE UX MEXKIY COOOH.
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30. KakoBbl OCHOBHBIE XapaKTEPUCTUKU U PEXKHUMBI pabOThl OTEYECTBEHHOI'O CTaHIapTa
mudpoBaHUs JaHHBIX?

31. ChopmynupyiTe KOHIETINIO KPUTITOCUCTEMBI C OTKPBITHIM KITIOYOM?

32. Jlatite ompeneneHue OJHOHAINpaBieHHOW  (QyHKiMU. [lpuBeguTe npUMeEpbI
OJTHOHATPABICHHBIX (PYHKITHIA.

33. KakoBbl 0COOEHHOCTH OJTHOHAIIPABICHHBIX (DYHKIIMHA C «ITOTAHHBIM XOJI0M»?

34. Ha yeM OCHOBBIBAETCs HAJIS)KHOCTh KpUNITOAITOpUTMA K ppoBanust RSA?

35. Onumure JBE€ OCHOBHBIE MPOLEAYPHI, OCYHIECTBIISIEMBIE CUCTEMOW 3JIEKTPOHHOU
U(PPOBOH MOAMMUCH TS TOATBEPKACHUS MOIJIMHHOCTH JIEKTPOHHOTO JOKYMEHTA.

36. OnummTe OTEYECTBEHHBIM CTaHAApT [HU(PPOBOM TOAMHCH, YKKHTE €ro
IPEeUMYIIeCcTBa M0 CPAaBHEHUIO C aNTOPUTMOM Lin(ppoBoii moxmucu DSA.

37. KakoBo Ha3zHaueHHE XAUI-PYHKIMHU M KaKUM TPeOOBaHUSAM JIOJKHA YIOBIETBOPATH
KaueCTBEHHAs XdII- (YHKIUS?

38. Kakum 00pa3oM KOMOWHHUPOBAHHBIM MeTOJ MHU(POBAHUSA TO3BOJSET COYETATh
JOCTOMHCTBA ACHMMETPUYHBIX M CHMMETPUYHBIX KpunrocuctemM? ONUIIMTE MPOTOKOI
peanu3anuy KOMOMHHUPOBAHHOTO METO/Ia (P POBAHMUS.

39. Onummre padoty anropurma Judpdu - Xonnmana. YKakuTe JOCTOMHCTBA 3TOTO
aNropuTMa.

40. KakoBo Ha3HaueHHe HMHQPPACTPYKTYpbl OTKpHITHIX Kitouedl PKI?  Onwmmmre
dbynkuronupoBanue nHdpactpykrypsl PKI.

COJIEPYKATEJIBHBIN MOJTYJIb 2
3ALLUTA DJIEKTPOHHOI'O JIOKYMEHTOOBOPOTA

1. [aiire ompeneneHHus MOHATUNA: HMACHTU(UKALUSA, ayTeHTU(UKALUSA, aBTOpHU3ALNS,
aIMUHUCTpUpOBaHUE. UTO MOHMMAIOT O/ pelieHreM 3aaad AAA?

2. Kakwue 3a1aun pemraer nojcucremMa ynpasieHus uaeHTudukanueil u rocrynom [AM
(Identity and Access Management)?

3. Ha kakue kaTeropumu MO>XHO Pa3JeIUTh MPOLECChl ayTeHTU(UKALUU B 3aBUCUMOCTH
OT CYIHOCTEH, IPEIbABISAEMBIX MOIb30BATENEM JJIs1 IOATBEPKICHUS CBOEH MOAJTMHHOCTH?

4. Tlepeuucnute OCHOBHBIE aTaKU Ha MPOTOKOJIBI Ay TEHTU(UKAIUH.

5. Onwumure MeTon ayTeHTH(UKAIUU HAa OCHOBE MHOTOPA30BBIX Mapojieil. KakoBbl
HEI0CTaTKU 3TOro MeToza?

6. OnuumuTte METoJ ayTeHTU(UKALMM Ha OCHOBE OJIHOPA30BbIX maposied. KakoBbl ero
JIOCTOMHCTBA U HEJIOCTATKU?

7.  CdopmynupyiTe NPUHIMIT CTPOTOH ayTeHTH(UKaruu. ONUIIATE THIBI TPOIEITyp
CTpOroii ayTeHTU(UKaLUK.

8. OObsacHure HazHaueHHe PIN-koa 1 0COOEHHOCTH €T0 UCTIONB30BAHUS.

9. OObsacHUTE NpUHLUN paboThl AByX(akTopHOH ayTeHTH(uKanuu. Kakue BHemHue
HOCUTENN MH()OPMAIH UCTIONB3YIOTCS ISl [BYX(aKTOPHON ayTeHTHU(HUKAIIMH TOJIh30BaTEICH?
KakoBbI JOCTOMHCTBA ATOr0 METO/1a Ay TeHTU(UKALIUH?

10. OnummTe QyHKIIMOHAIBHOCTD ¥ XapaKTePUCTHUKU cMapT-KapT U USB-TokeHOB.

11. OnumuTe MeTo bl OMOMETPUUECKON ayTeHTH(PUKALIUU ToIb30BaTeNd. YTo 03HAYa0T
K02 PHUIIEHT OMMOOYHBIX OTKA30B M KOAPPHUIIMEHT OMMOOIHBIX TTOATBEPKICHUI?

12. TlosicHuTe NPUHLMII YOpPABICHUS JOCTYIIOM IO CXEME OJHOKPAaTHOI'O BXOJa C
aBTopu3anueit Single Sign-On.

13. Vkaxure MNOpEeUMyLIECTBa 3JEKTPOHHOIO JIOKYMEHTOOOOpOTa IO CPAaBHEHHIO C
OyMaXHbIM JIOKyMEHTOOOOPOTOM. YKAXKUTE pa3IUuusl MEXAY MOHATHSIMH «CHCTEMa
a5eKTpoHHOro AokymMeHTtoobopoTta» (CO/1) u ECM (Enterprise Content Management).

14. Oxapaxrepusyinre 06a30BbIC COCTABJISIONINE CHUCTEMBI AJIEKTPOHHOTO
JIOKYMEHTOO000pOTa.

15. OnummTe QyHKIMOHATBHOCTD MOJCHCTEMBI aBTOMATH3AIMK YIIPABICHUS TIOTOKAMHU
pabot (WorkFlow).
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16. Ykaxure  OCOOCHHOCTH  TOCTPOCHHS U (PYHKIMOHUPOBAHHS  CHUCTEMBI
pacnpeieIeHHOro IEKTPOHHOI0 I0KyMEHTO000pOoTa.

17. HazoBute yrpo3sl nHhpopmanuoHHon Oe3omacHoct st COJl u oxapakTepusyite
UCTOYHUKHU ITHUX YIPO3.

18. Kakue ¢yHKUMU TOHKHBI OBITH pEalM30BaHbl CPEACTBAMH 3alIUThl MHPOPMALUU
coa?

19. HazoBuTe OCHOBHBIE yrpo3bl HHGOPMAIMOHHON Oe3omacHOCTH 0a3 JaHHBIX.
VYkaxure Mmetonbl U cpeactna 3amutsl CYB/I.

20. Ompenenure mnoustHe «RAID-maccuB». IlosicHUTE OCOOEHHOCTH MPUMEHEHHUS
RAID-maccuBoB B CYB/I.

21. CpaBuute Bo3MoxxHOCTH cpencTB 3amuThl CYBJl Microsoft Access 1 CYB/] Oracle.

22. OxapakTepu3yiTe METOAbl M CpEACTBa 3allUThl KOPIMOPATUBHOIO MOYTOBOTO
JOKYMEHTO000pOTa.

23. Onumure (pyHKINOHAIbHBIE BO3MOXKHOCTU M APXUTEKTYPY CHUCTEMBI JIEKTPOHHOIO
nokymenroobopora DIRECTUM.

24. OxapakTepu3yiTe MpUEeMbl W METOAbl 3alUTHI, PEATU30BAHHBICE B CHCTEME
DIRECTUM.

7.2. Tembl nokJa10B (pedepaToB)
He npenycMmoTtpeHsl mporpaMmMon JUCUUTLIMHBI
7.3. TeMbl NMCbMEHHBIX PAa0OT (THIIBI 32/124)

KonrtponsHast pabota mpoBoIuTCs B BUAE TecTUpoBaHUs Ha rutatgpopme Moodle Lentpa
JTUCTAaHIIMOHHOTO oOpa3zoBanms 3koHOMHUeckoro ¢akyiabTeTa DI'BOY BO «JloHI Y.

TectupoBanue BkimodaeT 20 TECTOBBIX 3ajaHUi 110 TeMaMm 1-3.

Bpewms BeinosineHust — 30 MUHYT.

[Ipumep TecTOBOrO 3a7aHNsI IPUBEEH HUXKE.

1) K mpaBoBeIM MeTonaMm, o0O€CIEUHUBAIONIMM HWH()OPMAIMOHHYI0 O€30MacHOCTD,
OTHOCSITCS:

Pa3paboTka anmnapaTHbIX cpeicTB 00ecriedeH sl MPaBOBBIX JTaHHBIX

PazpaboTka M ycTaHOBKa BO BCEX KOMIBIOTEPHBIX IPABOBBIX CETAX XKYPHAJOB ydeTa
NeucTBUHI

PazpaboTka W KOHKpeTHM3alMs TIPAaBOBBIX HOPMATHUBHBIX aKTOB OOeCleYeHUs
0€30MacHOCTH

2) OCHOBHBIMM HMCTOYHHUKAMHU yTpo3 HWH(POPMAIMOHHOW O€30MacHOCTH SIBISIIOTCS BCE
YKa3aHHOE B CITHCKE:

XWuIleHue KECTKUX TUCKOB, MOJIKIIOYCHUE K CETH, HHCANIEPCTBO

HepeXBaT JAaHHBIX, XUIICHUC JAHHBIX, ©3MCHCHUC APXUTCKTYPbl CUCTCMbI

XwullleHue JaHHBIX, TOAKYIl CHCTEMHBIX aIMHHUCTPATOPOB, HAPYIICHHWE pErjaMeHTa
paboThI

3) Buzbl undopmaiiioHHoi 6e30nacHOCTH:
[TepconanbHast, KOpIOpaTUBHAsL, TOCYIapPCTBECHHAS
Knuenrckasi, cepBepHasi, cereBast

JlokanpHas, riobanbHasi, CMEIIaHHAas

4) Iemun wuHpOpMAIMOHHOW OE30MAaCHOCTH — CBOEBPEMEHHOE OOHapy)XeHHue,
peIypexaCHHE:
HECAaHKIIMOHUPOBAHHOTO JIOCTYTIA, BO3JICHCTBUS B CETH
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WHCANJEPCTBA B OpraHu3aluu
YpE3BBIYANHBIX CUTYAIUH

5) OcHoBHBIE 00BEKTHI HH(POPMAITMOHHOW 0€301MaCHOCTH:

KommnbrotepHslie cetu, 6a3bl JaHHBIX

WNudopmanmoHHbIE CHCTEMBI, ICUXOJIOTHIECKOE COCTOSIHHE TI0Ih30BaTENICH
busHec-opreHTHPOBaHHBIE, KOMMEPYECKHE CHUCTEMBI

6) OCHOBHBIMHU pUCKaMH HH(OPMAIIMOHHON 0€30MaCHOCTH SIBJISIOTCS:
Hckaxenue, yMeHbIIICHHE 00beMa, MIEPEKOTUPOBKA HHPOPMAITUH
TexHHuecKoe BMEIIATEIbCTBO, BRIBECHHE U3 CTPOst 000pYIOBaHHUS CETH
Ilorepst, uckaxxenue, yreuka HHGOpMauu

7) K ocHOBHBIM IIpUHITUTIaM 0OecTieueHUsI THPOPMAITMOHHON 0€301aCHOCTH OTHOCHUTCSI:
DKoHOMUYECKOH 3(h(heKTUBHOCTH CUCTEMBI 0€30ITaCHOCTH

MHoromnaThopMeHHOW peaTnu3aiui CUCTEMbI

VYcuneHus 3alUIEeHHOCTH BCEX 3BEHbEB CUCTEMBI

8) OcHOBHBIMH CyOBEKTaMHU HH(POPMALIMOHHOM O€30MaCHOCTH SBISIOTCS:
PYKOBOAMTEIN, MEHEIPKEPHI, a IMHHUCTPATOPBI KOMIAHUH

OpraHsl IpaBa, roCy1apcTBa, OusHeca

ceTeBbie 0a3bl TaHHBIX, (PacPBOJIIBI

9) K ocHOBHBIM (DyHKITHSIM CHCTEMBI 0€30MaCHOCTH MOYKHO OTHECTH BCE MEPEUNCICHHOE:
Ycranosnenue periiaMCHTa, ayauT CUCTCMBbI, BBISIBJICHUC PUCKOB

YcTaHoBKa HOBBIX 0(1)I/ICHI)IX HpHHO)KeHI/Iﬁ, CMCHA XOCTUHI-KOMIIaHUHN

BHenpenue ayreHTH(HKAIMN, TIPOBEPKU KOHTAKTHBIX JAHHBIX MOJIb30BaTEIICH

10) ITpuniunom nHGOpMaMOHHON 6€30MaCHOCTH SABJISIETCS PUHIIMIT HEIOMYIEHUS:
HeonpaBnanHbIX orpaHn4YeHU pu padoTe B CETH (CUCTEME)

PuckoB 0e30macHOCTH CETH, CUCTEMBbI

[Ipe3ymmumu CEKpeTHOCTH

11) [IprHIMTIOM NOAUTUKHA UHPOPMAMOHHOW OE30TTACHOCTH SBIISICTCS MIPUHITHIL:
HeB03MOXHOCTH MUHOBATh 3aIUTHBIE CPE/ICTBA CETH (CUCTEMBI)

VY cueHust OCHOBHOTO 3BE€HA CETU, CUCTEMBI

[TomHOrO 6J0KMPOBAHUS TOCTYNA MTPU PUCK-CUTYALMIX

12) IIpuHIIMNIOM NOMUTUKU MHMOPMALTMOHHONW O€30MaCHOCTH SBISAETCS MPUHIIMIIL:
VYcuneHnus 3aluIeHHOCTH CaMOT0 HE3aIIMILEHHOTO 3BE€Ha CETU (CHUCTEMBI)
Ilepexozna B 6e30macHOe COCTOSIHUE PabOThI CETH, CUCTEMBI

[TonHOro MOCTYNA MOJIB30BATENEH KO BCEM PECypCaM CETH, CHCTEMBI

13) [IprHIMTIOM TOTUTUKHA UHPOPMALTMOHHOW OE30TTACHOCTH SIBIISICTCS IPUHITHIL:
Paznenenus nocryna (00s13aHHOCTEH, MPUBUIIETUI) KIIHEHTaM CETH (CUCTEMBI)
OmHOYPOBHEBOM 3aIUTHI CETH, CHCTEMBI

CoBMECTUMBIX, OTHOTUITHBIX MPOTPAMMHO-TEXHUYECKUX CPEACTB CETH, CHCTEMBbI

14) K ocHOBHBIM THUIIaM CPECTB BO3/ICUCTBUS HA KOMIIBIOTEPHYIO CETh OTHOCHUTCS:
KommnbrotepHslit cooit

Jlornueckwue 3aKkiIaaku («MUHBD)

ABapuiiHOE OTKIIFOUEHUE MUTAHUS
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15) Korna monydeH cmam 1o e-mail ¢ mpuiiokKeHHbBIM (ailiom, cieayer:

[TpounTaTh MPHUIOKEHHE, €CITH OHO HE COJEPIKUT HUYETO IICHHOTO — YAAJUTh
CoxpanuTth npunoxeHue B nmapke «Crnamy», BEISICHUTH 3aTeM [P-aapec reneparopa crama
Y 1anuTh TUCHMO C MIPHIIOKECHUEM, HE PACKPBIBas (HE YUTas) €ro

16) Ipuanun Kupxroda:

CekpeTHOCTH KITtoUa OIpeielieHa CEKPETHOCTHIO OTKPBITOTO COOOIIEHUS
CekpeTHOCTh HH(POPMAIIUHU OTpe/iesieHa CKOPOCTHIO MepeIauu TaHHbIX
CekpeTHOCTh 3aKPHITOT0 COOOIICHUS OTPEIENIICTCSI CEKPETHOCTHIO KITF0Ya

17) OUII — s3To0:

DneKkTpoHHO-IIM(POBOH TTpeoOpazoBaTesb
DneKTpOHHO-LIU(POBAs MOANUCH
DneKTpOHHO-IIM(PPOBOH TTPOIIECCOP

18) Hambomee  pacmpocTpaHeHbl  yrpo3bl  HHGOPMAIIMOHHOW  0OE€30MacCHOCTH
KOPIIOPAaTUBHOM CUCTEMBI:

[Tokynka HenunensuonHoro 11O

OmmOKH KCIITyaTaluy ¥ HEYMBIIIUICHHOTO U3MEHEHUS PeXUMa padOThl CUCTEMBI

Co3HaTenbHOTO BHEJPEHHUS CETEBBIX BUPYCOB

19) HaubGouee pactipocTpaHeHbl yrpo3bl HHOOPMAITMOHHON 0€301MacCHOCTH CETH:
PacnpeneneHHbIN JOCTYI KIMEHT, 0TKa3 000pyI0BaHUs

MopanbHbIi U3HOC CETH, UHCAAEPCTBO

COoii (oTKa3) 000pyIOBaHUS, HETIETaTbHOE KOMTMPOBAHNE JAHHBIX

20) Haunboree pactipocTpaHeHbI CPEeICTBA BO3ICHCTBUS Ha CETh oduca:
Cna0wrii Tpaduk, nHGOPMAITMOHHBIH 00OMaH, BUPYCHl B HHTEPHET

Bupycsl B cetu, norudeckne MUHBI (3aKJIa K1 ), THOOPMALMOHHBIH MepexBaT
KomnbrotepHsie cOon, M3MEHEHNE aIMUHICTPUPOBAHUS, TOTIOJIOTUN

Kpurtepun oueHnBaHusi MOy 1bHOI KOHTPOJIbHOI padoThI

Bun zapanus Koan4yecTBo 0a1710B
1 TecTOoBOE 3aaHMEe 0,25
KomnaecTtBo TECTOB 20
Bcero 5

CamocrositenpHass pabota mno gucuumuinae «MHpopmaronHas 0€30MacHOCTHY
BBITOJIHSETCS B BUZC MPAKTUYECKUX pa0OT M MAaKCUMAIILHO OLIEHUBAETCs B 78 OaIoB.

8. PACIIPEJAEJIEHHUE BAJIJIOB, KOTOPBIE IOJYYAIKOT OBYYAIOIIUECSA

OOmas omeHKa 3HaHUM OOyYaromMXCs MO AUCHUILTHHE mpoBoauTcs mo 100-6annpHOM
[IKajJe MCXOMi M3 MaKCMMyMa, MPUBEIECHHOTO B Tabnuie Hike. OpraHu3alOHHO-y4deOHas
paboTa B ayAMTOpPUM OIICHMBAETCS HA OCHOBE TAKMX KPUTEPUEB KaK MOCEIIAEMOCTh 3aHATHIA,
CBOEBPEMEHHOE W KAaue€CTBEHHOE BBINOJTHEHUE AOMAIIHUX 3aJlaHUi, AKTHBHOCTH BO BpeMs
MPOBEJCHUS JICKUIMOHHBIX U TMPAKTUYECKUX 3aHATUN (ydacTue B OOCYXKIEHUU TEKYUIero u
MPOJICHHOI0 MaTepuaia, pelieHue 3a1ad 1 T.11.).
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Conep:karejbHbIE
acp Buasbl patot Bajibl
MOTYJIH
Opraau3anoHHO-y4eOHas paboTa CTy/IeHTa B 9
ConepxarenbHbIi ayauTOpUU
MoyIb 1 MoyibHast KOHTPOJIbHAS padboTa 5
HToro 14
. |Opranuszanuonno-y4eOHas padoTa CTyAEHTa B
ConeprkaTenbHbII Ay TUTOPHH 8
MOJZYJIb 2
HTroro 8
CamocTosiTesibHasA padoTa (MpaKkTHYeCKUe padoThl MO BAPUAHTAM) 78
Bcero 100
CooTBeTcTBHE 0AJIJIOB OLIEHKE
Or1eHKa 110 IITHOAJUILHOM IIKaJIe
KomnuectBo OaiuioB "
s 100 ECTS | DxzameH, nuddepeHnnpoBaHHbIHI 3auer
3a4eT
90-100 A OTJINYHO 3a4TEHO
80-89 B <ODOLLO 3a4TECHO
75-79 C p 3a4TE€HO
70-74 D OBJIETBOPUTEIHLHO 3a9TCHO
60-69 E ya P 3a4TE€HO
35-59 FX HEYIOBJICTBOPUTEIIHHO HE SAUTCHO
0-34 F YA P HE 3a4YTE€HO

9. OBECIIEYEHUME OBPA30OBATEJIBHOI'O ITPOLHECCA JJIs1 JIMI C
OI'PAHUYEHHBIMUA BO3MOKHOCTAMMU 31OPOBbsA 1 UHBAJIMOB

B xone peanuzanuu AUCIUTUTMHBI HCTIONB3YIOTCS CIAEAYIOIINE JOTIOTHUTEIHHBIC METO b
00y4eHHUs, TEKYIIEro KOHTPOJISl YCIIEBAEMOCTH U MPOMEXKYTOYHOM aTTecTallui 00y4yarouuxcs B
3aBUCUMOCTH OT UX UHAUBUIYIBHBIX OCOOCHHOCTEH:

1) ny1st cienpIX B CIabOBUASAIIMX

— JIeKIUU O(OPMIISIFOTCS B BHUJE DJIEKTPOHHOTO JTOKYMEHTA, JOCTYITHOTO C MOMOIIBIO
KOMIIBIOTEPA CO CTEeIMATU3UPOBAHHBIM MPOTPaMMHBIM 00eCTIeUeHHEM;

— IS BBITIOJTHEHHS 3aJlaHUsl MPU HEOOXOTUMOCTH TMPEAOCTABIISICTCS YBEINIHBAIOIICE
YCTPOMCTBO; BOZMOYKHO TaKKe UCIIOJIb30BaHNE COOCTBEHHBIX YBEINYMBAIOIINX YCTPOUCTB;

— THMCHMEHHBIC 3a/IaHUST OPOPMIISIFOTCS YBEITUICHHBIM MIPHPTOM.

2) IUTsl TIIyXHUX ¥ Ca0O0CTBIIIAIINX

— JIEKIUU O(OPMIISIOTCS B BUJIE JIEKTPOHHOTO JOKYMEHTA;

— THMCHMEHHBIE 33/I1aHUS BHITIOTHSIOTCS HAa KOMITbIOTEpE B MUChbMEHHOU (hopMme;

— 9K3aMeH MPOBOJUTCS B MMUCHMEHHON (pOpMe Ha KOMIBIOTEPE; BOZMOKHO TPOBEACHHE
B (hopMe TECTHPOBAHUSI.

3) Ui AuI ¢ HapyLIEHUSIMU OIIOPHO-JBUTATEILHOTO allnapara:

— Jnexkuud opOpPMIISIOTCS B BUJE DJIEKTPOHHOTO JAOKYMEHTA, JOCTYITHOTO C TOMOIIBIO
KOMIIBIOTEPA CO CTICIIMATU3UPOBAHHBIM MPOTPAMMHBIM 00eCIICUCHHEM;

— TMHCHMEHHBIE 33/IaHUA BHITIOTHSIOTCS HA KOMITBIOTEPE;

— 9K3aMeH W 3a4€T MPOBOJATCS B YCTHOH (hOpME WIIM BBITIOJHSIOTCS B NMHACHMEHHOM
dbopMe Ha KOMIIbIOTEPE.

[Ipn HEOOXOIMMOCTH TpEeIyCMATPUBACTCS YBEIWYCHHE BPEMEHH [UISI ITOATOTOBKH
OTBETA.
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[Ipouenypa mpoBeAcHHS  NPOMEKYTOYHOW  aTTeCTallid s OOydYaroluXcs
YCTaHABJIMBACTCS C YYETOM WX HWHIUBUAYAIBHBIX TICHXO(DU3MYECKHX OCOOCHHOCTEH.
[TpomMexxyTodHas aTTECTAIHSI MOXKET IMPOBOJUTHCS B HECKOJIBKO 3TAIOB.

[IpoBeneHne mpoueaypsl OLEHUBAHHS pPE3YyJIbTaTOB OOYYEHHUsS JIOMYCKaeTcs ¢
UCTIOJIb30BaHUEM JIUCTAHIIMOHHBIX 00Pa30BATEIBHBIX TEXHOIOTHA.

ObecneunBaercs J0CTYI K HHOOPMAITMOHHBIM U OMOIIMOTpadUIecKuM pecypcaM B CETH
WNuTteprer nns kaxmgoro oOydaromierocss B (opMax, aJalTHPOBAHHBIX K OTPAHUYCHHUSM HX
3JI0POBbS U BOCHIPUSATHUS HH(DOPMAITIH:

1) st cnenbIX ¥ CIa00OBUISIIMX

— B TIeYaTHOM popMe yBEITMUCHHBIM MIPUPTOM;

— B QopMe IEKTPOHHOTO TOKYMEHTA;

2) nis TIyXuX U CIa00CTbIauX:

— B Ie4aTHOH ¢opme;

— B (hopMe TEKTPOHHOTO JOKYMEHTA.

3) s 00y4aroImuUXCs ¢ HapYIICHUSIMU OMOPHO-IBUTATEIILHOTO alapara:

— B TevyaTHoOU popme;

— B opMe IEKTPOHHOTO TOKYMEHTA.

10. MATEPHUAJIBHO-TEXHUYECKOE OBECHHEYEHUE YYEBHOTI'O ITPOLHECCA

VYuebHble 3aHATUS mTpoBomsATcs B 7-M u S5-m kopmycax Joul'Y (1. [loneuk,
yi. Yemockuniies, 186; 1890). [lns npoBeneHus 1ab0paTOPHBIX 3aHATHN TpeOyeTcs ayaIuTopus,
00OpyIOBaHHAs MEJIOBOM MM MapKEepHOH JOCKOW, MYJIbTUMEAUWHBIA HPOEKTOpP M IKpaH,
HOYTOYK, KOMIUIEKT y4eOHON MeOenu s CTyACHTOB, pabouee MECTO MPEnoaaBaTelisi, BRIXO/ B
WuTepHeT — npoBoAHOM MK ¢ ucnonb3oBanueM Wi-Fi.

Jis caMOCTOSITENTbHOM pabOThl MCIIOJB3YIOTCSI TEKCTOBBIE M 3JEKTPOHHBIE PECYPCHI
HayyHoli OMOIMOTEKM YHUBEpCUTETa U JPYTUX DJICKTPOHHBIX OMOIMOTEUHBIX 0a3 JaHHBIX,
y4eOHO-MeToInIecKoe obecneueHne, peaACTaBICHHOE B y4eOHO-METOAMIECKOM KaOHHeTe 7-T0
kopmyca (aya.103).

OOyuaromuecss HMMEIOT BO3MOXHOCTh — HCIIOJIB30BAaTh  Y4YEOHbIE MaTepuajbl IO
JTUCLUIUIMHE, pa3MelleHHble Ha 1miargopme Moodle LleHTpa AMcTaHIIMOHHOIO OOpa3OBaHMS
sKOHOMHUYeCcKoro (akynpreta «JoHI'Y». Ilpu wu3ydyeHMH JAHUCHUIUIMHBI TMPUMEHSIOTCS
3JIEKTPOHHOE 00YUYEeHHE U TUCTAHIIMOHHBIE 00pa30BaTeIbHbIE TEXHOIOTHH.

C  wWcronmp30BaHMEM — pecypcoB  MaTGOpMbl  JAWCTAHIMOHHOTO  00pa3oBaHUs
OCYILECTBIIICTCSI TEKYIIUIl KOHTPOJb 3HAHUH OOydYaroIUXCs Ha OCHOBE TECTUPOBAaHUS WU
IIPOBEPKU PE3YJIbTATOB CAMOCTOSTEIILHON paOOTHI.

Hucmanyuonnvii  Kypc  «VIHpopmanmonHas — Ge30macHOCTb» Ui CTYACHTOB
cnenuanpHoctd  38.05.01 Dxonomuueckas 0€30MacCHOCTh, CIenHaIn3aluu «OKOHOMHKO-

npaBoBoe  OOeCreYeHHe  AKOHOMHYECKOW  0e30macHOCTW»  JOCTYHEeH T0  CChLIKE:
disk.yandex.ru/d/-TPUFYbaCDPhsw

11. PEKOMEHAYEMASA JIMTEPATYPA

11.1. OcHoBHasi JuTepaTypa

1. bonnapenko, 1. C. Mudopmarmonnas 6e3zonacHocts : yuebnuk / M. C. bonmapenko.
— Mocksa : MUCHUC, 2023. — 254 c.

2. Kanrep, . B. Ynpasnenue nadopmanmoHHoi 6e30macHOCTbIO : ydeOHoe mocobue /
W. B. Kamrep, A. C. IlIadypos. — Ilepms : [THUITY, 2023. — 91 c.

3. Hecrepos, C. A. OcHoBbl nHpopmannonnoit 6e3onacioctu / C. A. HectepoB. — 2-e
u3n., crep. — Cankr-IlerepOypr : Jlanb, 2023. — 324 c.

4. Spoukun, B. . Unudopmarnmonnas 6e3onacHocTs : yuebnuk / B. U. Spouxkun. — 5-e
u3n. — Mocksa : Axkagemuueckuii [Ipoekt, 2020. — 544 c.
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11.2. [lomosHUTeNbHAS JUTEpPaTypa

1. 3anmeunukos, C.B. Unpopmanmonnas 0e30macHOCTb OTKPHITHIX cucteM. B 2-x 1. T.1
— YTrpo3bl, yI3BUMOCTH, aTaku U noaxozs! k 3ammute / C.B. 3aneunukos, H.I' MunocnaBckasi.
— M.: TJIT, 2017. — 536 c.

2. 3aneunukoB, C.B. MHpopmarmonHas 6e30MacHOCTh OTKPBITHIX cucteM. B 2-x 1. T.2
— Cpencrtpa 3amuThl B cetsax / C.B. 3aneunnkos, H.I'. Munocnasckas, A.M. Toncrou, JI.B.
VYmakoB. — M.: T'JIT, 2018. — 558 c.

3. IMapreika, T.JI. Uadopmanronnas 6e3onacHocts: YueOnoe nocodue / T.JI. [1apThika,
N.N. ITonos. — M.: ®opym, 2016. — 432 c.

4. Tletpos, C.B. Madopmanmonnas 6e3onacHocTh: YueOHOe mocodue / C.B. Iletpos,
W.I1. CnunabkoBa, B.B. I'aguep. — M.: APTA, 2016. — 296 c.

5. Cemenenko, B.A. Wadopmamnmonnas Oe3omacHOCTh: YdeOHoe mocobue / B.A.
Cemenenko. — M.: MI'Y, 2017. — 277 c.

6. YUunura, A.®. MudopmarimonHas 6€30MacHOCTh aBTOMaTU3UPOBAHHBIX cUCTeM / A.D.
Yunura. — M.: I'emmoc APB, 2017. — 336 c.

7. llanerun, B.®. MadopmanmonHas 6€301MaCHOCTh KOMIBIOTEPHBIX CHCTEM M CETEH:
Vuebnoe nocodue / B.®. llanprun. — M.: U] DOPYM, HUL] UH®PA-M, 2017. — 416 c.

8. lllanprun, B.®. NudopmanmonHas Oe3omacHOCTs, W 3ammTa uHbopmaruu / B.O.
[lanerun. — M.: JIMK, 2017. — 702 c.

9. Apouxkun, B.M. HNupopmanmonnas Oe3omacHOCTh: Y4eOHMK s By3oB / B.U.
Apouxun. — M.: Axan. [Ipoekt, 2018. — 544 c.

10.  Spoukwn, B.M. Undpopmanmonnas 6e3onacHocTh. 5-¢ u3a. / B.U. Spouxkun. —
M.: Akagemuueckuii mpoekt, 2016. — 544 c.

12. TH®OPMALIMOHHBIE PECYPCbI

1. bazemox Hukura I'puropbeBuu, CrenaHoB Anekceil Bnaaumuposuu. Metozsl
yTpaBieHus: HHPOPMAIIMOHHOH 06e30macHOCThIO B opranu3anuy // EBpasuiickuii Coro3 YUeHBIX.
2015. Ne4-13 (13). URL: https://cyberleninka.ru/article/n/metody-upravleniya-informatsionnoy-
bezopasnostyu-v-organizatsii (1ata oopamenns: 01.09.2023).

2. EBrneBckass Hartanss BanepseBHa. Mojynb NpUHATHS PEHIEHUI MO YNPAaBICHUIO
MHPOPMALIMOHHOW  0€30macHOCThI0 B WH(POPMAIMOHHO-KOMMYHHUKALIMOHHOW — cetn  //
Haykoemkue TtexHonorum B KOCMUYeCKHX HccienoBanusax 3emun. 2020. Ne6. URL:
https://cyberleninka.ru/article/n/modul-prinyatiya-resheniy-po-upravleniyu-informatsionnoy-
bezopasnostyu-v-informatsionno-kommunikatsionnoy-seti (mata oopamenus: 01.09.2023).

3. 3emmoB M.B. O cHTyanmoHHOM TMOAXOJE€ K YIPaBICHHIO WH(MOPMAIIMOHHON
Oe30macHOCTbIO // AKTyanbHbIE NpoOJIEeMbl aBUAlMM M KocMoHaBTUKU. 2016. Nel2. URL:
https://cyberleninka.ru/article/n/o-situatsionnom-podhode-k-upravleniyu-informatsionnoy-
bezopasnostyu (nata obpamenus: 01.09.2023).

4. Kosynoa Csernana CepreeBHa Cuctema ynpasieHuss HMH(QOPMAIMOHHOM
6e3onmacHocTbio mpennpuatus // EBpasuiickuit Coro3 VYuenbsix. 2016. Ne7-2 (28). URL:
https://cyberleninka.ru/article/n/sistema-upravleniya-informatsionnoy-bezopasnostyu-
predpriyatiya (gara obpamenus: 01.09.2023).

5. JI. B. ®omuenkoBa, A. B. JleonoB Mogens ympaBieHuss WHPOPMALUOHHOM
6e3omacHoCTbIO // DkOHOMHMKAa M OusHec: Teopuss M mnpaktuka. 2019. Nel2-3. URL:
https://cyberleninka.ru/article/n/model-upravleniya-informatsionnoy-bezopasnostyu (mara
obpamenus: 01.09.2023).

6. HanmonaneHas snexktpoHHass Oubnuorexka (HOB): ¢enepanbHas rocynapcrBeHHas
uHpopmanmonHas cuctema / MunucrepctBo Kynbrypsl P®; Poccuiickas rocymapcTBeHHas
oubmmoreka. — Mocksa, 2019- . — URL: https://rusneb.ru/ (mata obpamenus: 01.09.2023). —
Pexxum moctyna: cBoOOHBIH, moamucka. HeoOxonuma ycTaHOBKA MPOrPaMMHOTO 00ECTICUEHHS.
— TekcT: 2eKTPOHHBIN.
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7. eLIBRARY.RU: Hayunas snexTpoHHas 6ubianoTeka: caift. — Mocksa, 2000- . — URL:
https://elibrary.ru (mara obpamenus: 01.09.2023). — Pexum npoctyma: 1jsi aBTOPU3OB.
I10JIb30BaTENECH. —T€KCT: DJIEKTPOHHBIM.

8. Hayunas omektponnas Oubnuorexka «KubepJlenunka»: cailt / Acconuanus
«OtkpbiTass Hayka». — MockBa, 2014. — URL: https://cyberleninka.ru/ (nmara oOpamienus:
01.09.2023). — Pexxum noctyma: cBOOOTHBINA. — TEKCT: JIEKTPOHHBIH.

9. DnexTpoHHO-OMOMMOTEeUHast cucrema «Jlaupy»: [caiit]. — URL: https://e.lanbook.com
(mara obpamenus: 01.09.2023). — Pexum poctyna: JJiss aBTOPU30B. TOJib3oBaTeneil. — TekcT:
AJIEKTPOHHBIN.

10. OBC IOpaiit: snmekTponHas OubOmMoTedHast cucreMa: cawT. — Mocksa, 2013. —
URL: https://biblio-online.ru (mata obpamennsi01.09.2023). — Pesxum gocTyma: Juisi aBTOPHU30B.
nosb3oBaTenel. — TeKCT: 3JIeKTPOHHBIM.

11. DnexTpoHHOo-O0nbMMotreuHas cucrema Jlonl'Y: caiit / ®I'BOY BO «/Jorl'Y». —

Honenk, 2016- . — URL: http:/library.donnu.ru/ (mata oo6pamenus: 01.09.2023). — Pexum
JIOCTYTIA: CBOOOHBIN. — TEKCT: 3JeKTPOHHBIMN.

12. OnexktpoHHbId Katasor Hayunoit OumOmmorexku [lonl'Y: pasmen caiita / Hb
Houl'Y. — Tekct: snekrponusiii // DBC Jlonl'Y: caiir. — URL: http://library.donnu.ru/catalog/
(mata obpamenus: 01.09.2023). — Pexum pocTyna: TOHWCK CBOOOIHBIN, 3JICKTPOHHBIC
JIOKYMEHTBI — JJ1s1 Ttosb3oBaTenen JJonl'y.

13. Onexrponnsiii apxuB Jloul'Y: paznen caiita / Hb JlonI'Y. — TekcT: 31eKTpOHHBIN

// OBC Houl'Y: caiir. — URL: http://repo.donnu.ru/ (mara obpamenus: 01.09.2023). — Pexxum
JIOCTYTIa: CBOOOTHBIH.

13. IPOTPAMMHOE OBECIIEYEHHE

1. Windows 7 PRO (xopriopatuBHas iaurieH3ust JJonl'Y Ne 46484614)

2. Microsoft Office (kopnopatusHas nunen3us Jonl'yY Ne 46472919)

3. Microsoft Visual Studio (iuniensust mporpammer Dream Spark muist BeIcInx yueOHBIX
3aBeJICHUN)

4. AntuBupyc Kacnepckoro, Adobe Acrobat Reader, xPDF (nmuuenszun GPL, Apache,
BSD nst cB0G0IHOTO MPOrpaMMHOTO 00ECTICUCHHS ).
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